Affiliated to Karnataka State Law University and Recogn
\VCCREDITED WITH NAAC I+

I\
[}

AL-AMEEN COLLEGE OF LAW, HOSUR ROAD, BANGALORE

REPORT ON ORIENTATION DAY
DATE: 17/08/2018

The Orientation Day Programme for the academic year 2018 was held on
17t August for 5 years B.A.LL.B course and for 3 years LL.B course in the college
premises. The programme was anchored by Ms. Afshan Naaz (student of V sem 35

yrs B.A. LL.B).

The programme began with Kirat (Prayer Song) by Mr.Taimur (student of V
sem 5 years B.A. LL.B). Mrs. Yasmeen Tabassum (Vice- Principal) has welcomed
the gathering to the programme. The Orientation Speech was given by Prof.
Waseem khan.M.I. (Principal). Where he addressed the freshers by giving
information about the College and its facilities, importance of course, rules and
regulations of KSLU and rules and regulations of the College and also highlighted
the various carrier opportunities in the different field for law graduates.

WAL oE LAW
A\ n Toweh
i GAYer

o latbantt LT 5

Ncd\‘;\oL:J b Dmgja\o.r E'\G.nn L5
Hosu;lﬂ?.%‘gl()s,?a‘.c. g
. 080- 5

Scanned with CamScanner



Followed by, the Library Orientation was given by Mrs. Jayalakshmi.V.
(Lecturer), she threw light on the importance of library, use of library and its rules
and regulations. Later calendar of events for the odd semester was distributed
among the students. Along with this PPT presentation was given which contained
about the history of college, its infrastructure, Principal message and followed
with the introduction of teaching and non-teaching faculty, achievements and
activities accomplished in the previous year.

Lastly the Orientation Programme for the academic year was ended by
proposing vote of thanks by Sahana Florence. (Lecturer).
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Report on Interactive Session on Career in Judiciary

Date: 20, October, 2018

Venue: Al-Ameen College of Law

Resource Person: Hon'ble Justice B.S. Patil

Introduction:

Al-Ameen College of Law hosted an interactive session on October 20, 2018, to enlighten
students about pursuing a career in the judiciary. The event was graced by the presence of the
esteemed Hon'ble Justice B.S. Patil, who shared his vast knowledge and experience with the

aspiring legal minds.

Session Highlights:

1. Inauguration: The event commenced with a formal inauguration, featuring welcoming
remarks by Dr. Waseem Khan M.I Principal, Al-Ameen College of Law. The presence of
Hon'ble Justice B.S. Patil lent an air of importance to the occasion.

2. Keynote Address: Hon'ble Justice B.S. Patil delivered a captivating keynote address, where
he emphasized the significance of the judiciary in upholding the rule of law and ensuring justice
for all. He shared anecdotes from his own career journey, inspiring students to consider a future

in the legal profession.

3. Q&A Session: Following the keynote address, an engaging question-and-answer session
allowed students to seek clarifications and gain deeper insights into the nuances of a career in
the judiciary. Justice Patil provided thoughtful responses and valuable advice.

4. Career Path Guidance: Justice Patil discussed the various entry points into the judiciary,
such as judicial services examinations and the importance of legal education. He stressed the
need for dedication, ethics, and a strong commitment to justice in this field.

5. Interactive Discussions: Students actively engaged in discussions about the challenges and
responsibilities of a judicial career. Justice Patil encouraged students to be aware of current

legal issues and to continuously enhance their knowledge.

6. Networking Opportunity: The session also provided students with a rare opportunity to
interact with a distinguished legal luminary like Justice Patil. This networking opportunity was

invaluable for those considering a legal career.

The interactive session on a career in the judiciary with Hon'ble Justice B.S. Pati] was a
resounding success. It not only educated students about the judicial profession but also inspired
them to aspire to uphol('iégi_us' ein society. The event% ve stament to Al-Ameen

College of Law's commitffien Sht ring legal talent anc :pro Y the rule of law.
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Lastly Mrs. Yasmeen Tabassum, Vice Principal expresses its sincere gratitude to Hon'ble
Justice B.S. Patil for his enlightening presence and hopes that such sessions will continue to
guide and motivate students towards a career in the judiciary.
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Report: Interactive Session on Opportunities for Paid Internship

Date: 18- December- 2018

Venue: Al-Ameen College of Law

Al-Ameen College of Law organized an interactive session on opportunities for paid
internships on December 18, 2018. The session was conducted by Advocate Mr. Santosh
Kumar, who is an experienced legal professional with a wealth of knowledge in the field.

Insightful Presentation: Advocate Mr. Santosh Kumar began the session with an insightful
presentation on the significance of internships in the legal profession. He emphasized how
internships provide students with practical exposure, allowing them to apply classroom
knowledge to real-world scenarios.

Types of Internships: The resource person elaborated on the various types of internships
available, including those in law firms, corporate legal departments, government agencies, and
NGOs. He discussed the unique opportunities and learning experiences each setting offers.

Paid Internships: A major focus of the session was on paid internships. Mr. Santosh Kumar
discussed the benefits of paid internships, such as financial support for students and the
recognition of their contributions. He also shared tips on how to secure such opportunities.

Legal Skills Development: The resource person emphasized the importance of developing
essential legal skills during internships. He discussed research, drafting, client interaction, and
courtroom exposure as crucial aspects of skill development.

Networking: Advocate Mr. Santosh Kumar stressed the significance of networking in the legal
profession. He provided advice on how to build professional relationships during internships,
which can lead to future job opportunities.

Q&A Session: Following the presentation, students had the opportunity to ask questions. Mr.
Santosh Kumar patiently addressed queries regarding the legal job market, internship
application processes, and career prospects.

Motivation: The resource person concluded the session by motivating students to pursue their
legal careers with dedication and enthusiasm. He shared inspirational stories from his own
journey in the legal field.

The interactive session on opportunities for paid internship at Al-Ameen College of Law,
featuring Advocate Mr. Santosh Kumar, was a valuable event for law students. It provided
essential insights into the world of internships and their role in shaping successful legal careers,
The knowledge and advice shared by Mr. Santosh Kumar will undoubtedly help students in

their future endeavours in the legal profession
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ORIENTATION DAY PROGRAMME FOR THE ACADEMIC YEAR 2019- 2020

The Orientation programme was conducted on the 26% August 2019. The
fresh students of 3yrs & 5yrs course on the orientation day will be formally
welcome & introduced to the culture of the college campus & University.
The principal oriented the students about the college rules, the history of
the college & about the other important aspects about the university.

Vice principal, Mrs Yasmeen Tabassum, highlighted about the Academics of
both the 3yrs course & 5yrs course ,also eligibility criteria for the 5Syrs
course students was made aware elective subjects was also told to the
students. ,

Mrs Jayalakshmi (Asst Prof) h|ghl|ghted about the Library aspects,

Ms Sahana Florence highlighted about the co curricular activities.

The students were briefed about the academics, library, exams (internals
/University). The students were briefed about the 3yrs LL.B course & B.A,
LL.B 5yrs course report. The programme was aimed to imbibe the sense of
commitment & responsibility of the students to build the society.

The orientation day was concluded with vote of thanks by Mrs. Sana Moglai
& refreshments given to the students.
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A Report on Interactive Session

Interactive Session was organized on 23" April, 2019 at 10:30 a.m. in Dr. Mumtaz Ahmed
Khan Seminar Hall, Al-Ameen College of Law, Bangalore.

Hon’ble Justice Mr. Raghavendra S. Chauhan, Judge, High Court of Karnataka, interacted with
the students from all Classes.

The Hon’ble Justice Mr. Raghavendra S. Chauhan delivered keynote address, where he
emphasized the significance of the Judiciary in upholding the rule of law and ensuring justice
for all. He shared anecdotes from his own career Jjourney, inspiring students to consider a future
in the legal profession.

The issues were raised by the students on various areas such as Indian Criminal Justice System,
Indian Penal Code, Criminal Procedure Code, Indian Evidence Act, Indian Constitution and
Environmental Law.

The questions related to admissibility of Narco-Analysis Test, speedy trial, fair trial,
‘compensation to the Victims, protection of environment, special provisions for Jammu &
Kashmir under Indian Constitution, rights of the accused person, admissibility of hearsay
evidence in the Court were discussed in the session.

The programme was started with welcoming and felicitating the guest by Mr. Waseem Khan,
Principal, Al-Ameen College of Law, Bangalore, anchored by Miss Afshan M.A. 4” year
student B.A.LL.B from 5 year course, Khirat done by Mr.Mubasheer, student from I year 3
year course LL.B, Mr. Saddam Baig, final year student from 5 year course B.ALLL.B,
introduced the guest, vote of thanks presented by Mr. Tanveer Tak, 4" year student B.A.LL.B
from 5 year course. All Lecturers and students of the college were present on the occasion.
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AL-AMEEN COLLEGE OF LAW
INTERACTIVE SESSION ON 23, April, 2019

Hon’ble Justice Mr. Raghavendra S.Chauhan
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Report: Interactive Session on Career Opportunities in Litigation

Date: 4" August 2019
Venue: Al-Ameen College of Law

Al-Ameen College of Law hosted an informative session on 4™ August 2019, focusing on
career opportunities in litigation. The session featured Advocate Mr. M.K. Metri as the
esteemed resource person, bringing his extensive legal experience to guide aspiring lawyers.

Inauguration: The event began with an inauguration ceremony, where faculty members and
students welcomed Advocate Mr. MLK. Metri to share his valuable insights on litigation as a
career.

Role of Litigation: Mr. Metri delivered an engaging presentation, shedding light on the
fundamental role of litigation in the legal field. He explained how litigation involves
representing clients in court and resolving legal disputes through the judicial system.

Types of Litigation: The resource person discussed various areas of litigation, including civil,
criminal, family, and corporate law, He highlighted the distinct nature of each and the diverse
career opportunities they offer.

Skills Needed: Advocate Metri emphasized the skills essential for a successful career in
litigation, such as strong research abilities, effective communication, and a deep understanding
of legal principles. He stressed the importance of continuous learning and adaptability.

Challenges and Rewards: Mr, Metri candidly addressed the challenges faced by litigators,
including long working hours and high-pressure situations. He also discussed the rewards, such
as the opportunity to uphold justice and make a meaningful impact on society.

Courtroom Experience: To provide a practical perspective, the resource person shared
anecdotes from his own courtroom experiences. He elaborated on the dynamics of legal
proceedings and the importance of courtroom etiquette,

Career Pathways: Students were guided on the various career pathways available in litigation,
including becoming a private practitioner, joining a law firm, or pursuing a government legal
career. Advocate Metri encouraged students to choose a path aligned with their interests and
goals.

Interactive Q&A: The session concluded with an interactive question and answer session.
Students had the chance to seek clarification on topics ranging from the initia] steps to enter
litigation to handling complex legal cases.

The interactive session on career opportunities in litigation at Al-Ameen College of Law,
featuring Advocate Mr. M.K. Metri, was an enriching experignce for aspiring lawyers. It
i its challenges and rewards.
‘Students in making informed
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decisions about their legal careers, inspiring them to pursue paths in litj gation with confidence
and determination.
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INTERACTIVE SESSION

the overall development of students and

quality enhancement through various
aspects of holistic personality development,
orientation programs and life skill enticement
programs such as guest lectures, workshops,
seminars etc. The college mainly focus on the
development of communication, leadership
qualities and analytical skills of students. It
regularly organizes interactive sessions by

The Al-Ameen College of Law strive lowards

inviling the silting judges of High Court and
Senior Advocates. An interactive session on
the topic “Liligation and Legal Profession” was
conducted by Hon'ble Mr. Justice S. Sunil Dutt
Yadav, Judge, High Court of Karnataka on 23rd
November 2019, in which his lordship explained
In detail the importance of advocacy and art of
litigation and also clarified the doubts raised by
the students. Mrs. Jayalakshmi. V coordinated
the event.
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The Orientation Day Programme for the academic year 2020-21 was
organized on 02 to 03 of September for 5 years B.A.LL.B course and for 3 years
LL.B course ,online on Google platform. The programme was anchored by Ms.

Malaika Ali (student of VIII sem 5 yrs B.A. LL.B).

The programme begins with Kirat (invocation to the almighty) by student
Amman, of VII sem 5 years B.A. LL.B. Mrs. Yasmeen Tabassum (Vice- Principal)
has welcomed the gathering to the programme. The Orientation Speech was given
by Prof. Waseem khan.M.I. (Principal). Where he addressed the fresher’s by
giving information about the College and its facilities, importance of course, rules
and regulations of KSLU and rules and regulations of the College and also
highlighted the various carrier opportunities in the different field for law graduates

BANGALORE)S,
§50027

Scanned with CamScanner



Next day ie the 3" of September, the Academics Orientation was given by
Mr. Mubarak Khan. (Lecturer), he thrown light on the importance of academics of
LL.B 3yrs & BA, LL.B 5yrs course, use of library and its rules and regulations
were been highlighted by the Libertarian Tabassum Ara , general information &
discipline about 3yrs & S5yrs course was highlighted by the Mrs. Jaylakshmi &
Syed Suhail . Later calendar of events for the odd semester was told to the
students, along with this PPT presentation given which contained about the history
of college, its infrastructure, and followed with the introduction of teaching and
non-teaching faculty, achievements and activities accomplished in the previous
year. Examination orientation was given as to writing the answers in university
booklets, exam rules, question paper pattern, malpractice rules. Lastly vote of
thanks was give by Mrs Noor Afshan .
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ORIENTATION DAY PROGRAMME FOR THE ACADEMIC YEAR 2021-22

The Orientation Day Programme for the academic year 2021-22 was held on
11%to 13t of December for 5 years B.A.LL.B course and for 3 years LL.B course
in the college premises. The programme was anchored by Ms. Saher Fathima

(student of V sem 5 yrs B.A. LL.B).

On the 11" The programme began with Kirat (invocation to the almighty) by
Mr.Abuzaar (student of III sem 5 years B.A. LL.B). Mrs. Yasmeen Tabassum
(Vice- Principal) has welcomed the gathering to the programme. The Orientation
Speech was given by Prof. Waseem khan.M.L. (Principal). Where he addressed the
fresher’s by giving information about the College and its facilities, importance of
course, rules and regulations of KSLU and rules and regulations of the College and
also highlighted the various carrier opportunities in the different field for law

graduates.

On the 12" ie the second day, the Academics Orientation was given by Mr.
Mubarak Khan. (Lecturer), he thrown light on the importance of academics of
LL.B 3yrs & BA, LL.B S5yrs course, use of library and its rules and regulations
were been highlighted by the Libertarian Tabassum Ara . ;

On the 13t ie the 3™ day general information & discipline for the 3yrs &
5yrs course was highlighted by the Mrs. Jaylakshmi & Mr. Syed Suhail & Later
calendar of events for the odd semester was distributed among the students. Along
with this PPT presentation was given which contained about the history of college,
its infrastructure, Principal message and followed with the introduction of teaching
and non-teaching faculty, achievements and activities accomplished in the previous
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Lastly the Orientation Programme for the academic year was ended by
proposing vote of thanks by Abdul. (Lecturer). with serving of refreshments to the

students.
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Report on Interactive Session on Paid Internship Opportunities

at Al-Ameen College of Law, Bangalore
Date: 25th July 2022

Organized by: Al-Ameen College of Law, Bangalore
Conducted by: Principal

On the 25th of July 2022, Al-Ameen College of Law in Bangalore organized an interactive
session aimed at providing students with insights into the various opportunities available for
paid internships. The session was conducted by the principal and proved to be a valuable
initiative for the students. :

The session began with a warm welcome by the Vice Principal Mrs. Yasmeen Tabassum,
emphasizing the importance of internships in shaping the future careers of law students. The
principal highlighted that internships provide students with practical experience and exposure
to the real legal world.

The Principal elaborated on the significance of internships in enhancing practical legal skills,
building networks, and gaining insights into different legal domains. The session emphasized
that internships are not only about learning but also about contributing to the legal profession.

The session covered a wide array of internship opportunities available, including those within
law firms, corporate legal departments, non-governmental organizations, and government
bodies. The Principal encouraged students to explore diverse sectors to gain a well-rounded
experience. N

3,
Asignificant focus of the session was on paid internships. The Principal stressed the importance
of financial sustainability during internships and how paid internships can alleviate some
financial burdens for students, Strategies for finding paid internships were discussed.

Practical advice was given on the application process for internships, including preparing
resumes, cover letters, and the importance of a professional online presence. The session also
touched upon interview skills and etiquette. ,

The Principal opened the floor for questions,

to seek clarifications and
guidance on specific concerns related to internships ~
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The interactive session on paid internship opportunities organized by Al-Ameen College of
Law, Bangalore, under the guidance of the Principal, served as a valuable platform for students
to understand the importance of internships and how they can pave the way for successful legal
careers. The emphasis on paid internships acknowledges the financial challenges that students
may face and seeks to empower them to find opportunities that offer financial support.

This session undoubtedly inspired students to actively seek internships, both paid and unpaid,
and equipped them with the knowledge and resources needed to make informed decisions
regarding their future internships. It is anticipated that this initiative will contribute to the
professional development of the students and enhance their prospects in the legal field.
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ORIENTATION DAY PROGRAMME FOR THE ACADEMIC YEAR 2022- 2023

The Orientation Day Programme for the academic year 2020-21 was
organized on 11 to 15™ of September for 5 years B.A.LL.B course and for 3 years
LLB course online on Google platform. The programme was anchored by
Ms.Raghu Ram (student of V sem 3 yrs' LL.B course ).

The programme begins with Kirat (invocation to the almighty) by student
Yehtaesham , of VII sem 5 years B.A. LL.B, Mrs. Yasmeen Tabassum (Vice-
Principal) has welcomed the gathering to the programme. Tke Orientation Speech
was given by Prof. Waseem khan.M.L (Principal). Where he addressed the
fresher’s by giving information about the College and its facilities, importance of
course, rules and regulations of KSLU and rules and regulations of the College and
also highlighted the various carrier opportunities in the different field for law

graduates on the first day ie 2" of Sep. -

“ Next day ie the 12 of September, the Academics Orientation was given by
Mr. Mubarak Khan. (Lecturer), he threw light on the importance of academics
curriculum of LL.B 3yrs, |

31 day ie 13" of Sep they was library orientation by the librarian Ms
Tabassum Ara she spoke about the important Books of Reference books & other
books, journals, magazines & other manuscripts, online journals, E- Library about

the Inflib Net in the library. The vice principal of the college highlighted about the
Examination details , about the Question paper pattern, Malpractice rules & other

details about internals & university examination .

14% of September, the fourth day academic orientation was conducted for the
BA,LL.B 5yrs course students by Mrs. Ja i f library and its rules and
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regulations were been highlighted by the Libertarian Tabassum Ara , general
information & discipline about 3yrs & 5yrs course was highlighted by the Mr Syed
Suhail . Later calendar of events for the odd semester was told to the students,
along with this PPT presentation given which contained about the history of
college, its infrastructure, and followed with the introduction of teaching and non-
teaching faculty, achievements and activities accomplished in the previous year.
Lastly vote of thanks was give by Mrs Sahela Begum (Asst. Prof).

L RCRS
AL-ANMECN COLLEGE\OF LAW
# 59, Behind Al-aimeen Tower,

Near Lalbagh Main Gate, '
Hosur Road, Bangalore-560027
Ph: 080-22112563/65, Fax: 080-22278464

Scanned with CamScanner



e v all 64% W 12:27 pm

Shabaz Abbaz

ﬁ “ A S Yashwanth >

Malaika Ali >

& Scanned with OKEN Scanner

Scanned with CamScanner



Vo)) 453 .lll 66% ﬁ 1221 pm

Shabaz Abbaz >

(} Scanned with OKEN Scanner

Scanned with CamScanner



Al-Ameen College of Lawli
Bangalore

International
Cyber
Mentorship

Program, 2021

MR. YASHWANTH A S

Director, Y17J Cyber Security &
Management Consultant LLP

SESSION ON "CAREER GUIDANCE

IN EMERGING CYBER DOMAINS" ON
JULY 24, 2021 AT 7:00 PM, IST
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Presentation By:

Yashwanth A S

Certified Ethical Hacker (CEH) ECC1028536479
Certified Hacking Forensic Investigator (CHFI)

Certificates from EC Council

Email: asyashwanth@agmail.com
Phone; +91 9591546911
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Some Statements:

I lost Rs 2,00,000 ....

Fake mark list produced for admission
Cyber Crimes are increasing Day by C
And the List goes on...

Cyber Crime:

* Computer Crime, or Cyber Crime, is any crime involves that a computer and a network. The
computer may have been used in the commission of a crime, or it may be targeted.

* Cyber crime has emerged as new class of crimes, rapidly increasing due to extensive use of the
internet and IT services.

* Maximum Cyber crime cases, about 46%, were related to cyber pornography, followed by hacking.
In over 60% of these cases, offendéTé A
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Why it is lllegal to Create A Fake Account:

* Creating a fake account or impersonation by creating multiple Email ID’s has become quite
common and has resulted in commission of frauds.

* Cybercrime is one of the most crucial problems faced by the countries across the globe these days.

* It's a violation of one’s Fundamental Right to Privacy as provided by the Constitution of India.

How to Report Cyber Crimes or Fake Account?

* There is no bar on Reporting it to your nearest Police Station.
Given the rise of Cyber Crimes, most of the States and have setup specialised Cyber Cell Unit.
You can also report the complaint at the nearest cyber cell units or at the State Cyber Cell Unit.
If you don't want to avail the above two remedies, then you may lodge similar complaint at the
Online National Cyber Crime reporting portal cybercrime.gov.in
Anyone can get the contact details like Email id or Phone Number of the particular Division for
Cyber Crime Division by searching the Website: Cyber Crime Division CID Bangalore. Karnataka
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Documents Required to File in the Police Station [Cyber Cell]

* Self Attested, Any one of the Government ID Proof.
Screenshot of the Fake Profile that reflect the unauthorised transaction.
Detailed application describing the whole incident i.e. how the fraudsters obtained the
private information.
Name of any suspected webpage or application used by victim.
Personally identifiable information of the fraudster like Email id, Phone No, etc.

What to do if a Police Official Refuses to Your Complaint?

* If you believe that after reasonable time, police is not investigated your complaint, you
can send complaint to Superior Officer U/S 154(3) of CrPC, or Magistrate U/S 156(3) of
CrPC, to Magistrate.
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Using just an antivirus software is
enough.

Only the IT department is
responsible for cybersecurity.
Only certain industries experience
cyber attack.

A strong password is enough.
Threats are being spread only
through the Internet.
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';-—-have i been pwned?

Check if you have an account that has been compromised in a data breach

trovhunt@hotmail.com

Oh no — pwned on 1 site!

Are you creating strong. unique passwords on all sites?

Notify me if my address gets pwned in the future
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DEBIT CARD

Good people to bank with
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Cybersecurity and Social Media:

Social media connects us with our friends and families, associates, etc. What we put upon it may
end up getting circulated.

Despite the security provisions made by various social media platforms, people who want to
breach our social handles often find a way to do the same.

Losing our private and vital information to someone who is a stranger can prove to be as
damaging as losing our bank account details, and that is why it is important to fully understand
cybersecurity for social media.

Social media has become an integral part of our lives. We use it to keep in touch with our friends
and family, share photos and videos of all those things happening in our lives.

It has replaced phone calls, messages, emails, etc. for a lot of us. But, as with anything else online,
all of us need to be aware of the risks.

The prevalence of social media platforms and the anonymity of its users have paved a way for
hackers and other people who want to get unauthorized access to our private accounts, commit
cyber-crimes.

The internet provides us access to everythlng but it is important to remember that it also provides
eVver/one-access to-us

VS I[LU

G Scanned with OKEN Scanner

Scanned with CamScanner



Important Sections of Information Technology Act, 200

* Section 65: Tampering with computer source docu
* Section 66: Computer related offences

* Punishments:

Section 66A: Sending offensive messages through communication service, etc.
Section 66B: Dishonestly receiving stolen computer resource or communication device.
Section 66C: Identity Theft. * ( )
Section 66D: Cheating by personatlon by using computer resource.
* (] dyortan w ** *,';E',\“-e'.’—‘]_:: 1t to S.420 of | \}
Section 66E: V|0Iat|on of Prlvacy
Section 66F: Cyber Terrorism. * Non Bail able.
Section 67: Publishing or transmitting obscene material in electronic form.

Section 67A; Omitted.
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Yes, Google
iIs Convenient.

But You Can Take Some
Precautions to be Safer!
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Verify Login
Notifications

If there's ever any suspicious
activity, change your
passwords immediately.
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Update Recovery
Details

Stay vigilant and aware. Make
sure your recovery details are
linked to your latest number.
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Regularly

Review Activity

Google helps you track the
locations and devices that
you've logged in from.
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Multi-Factor
Authentication

Everytime you login to
Google, a code will go to your
phone!
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Strong Password
Change it regularly and use
different passwords for
different logins.
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Case Studies:

* Pune Citibank Emphasis Call Centre Fraud:

Some ex-employees of BPO arm of Emphasis Ltd Msource defrauded US Customers of Citibank to the
tune of Rs 1.5 crores. It was one of those cyber crime cases that raised concerns of many kinds
including the role of "Data Protection”. The crime was obviously committed using "Unauthorized
Access" to the "Electronic Account Space” of the customers, It is therefore firmly within the domain o

f "Cyber Crimes".

ITA-2000 is versatile enough to accommodate the aspects of crime not covered by ITA-2000 but
covered by other statutes since any IPC offence committed with the use of "Electronic Documents”
can be considered as a crime with the use of a "Written Documents”. "Cheating", "Conspiracy”

, "Breach of Trust", etc. are therefore applicable in the above case in addition to the section in ITA

-2000.

Under ITA-2000 the offence is recognized both under Section 66 and Section 43. Accordingly, the

persons involved are liable for imprisonment and fine as well as a liability to pay damages to the
victims_to_the_maximum-extent_of Rqr-']g'gf 2 Y : 'irrzglcthp "A(‘IJ[I idication_Process" can_be
Wy L]
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* The Bank NSP Case:

One of the leading cybercrime cases is the Bank NSP case is the one where a management trainee
of the bank was engaged to be married. The couple exchanged many emails using the company
computers. After some time the two broke up and the girl created fraudulent email ids such a

s "Indian bar associations" and sent emails to the boy's foreign clients. She used the bank’s computer
to do this. The boy's company lost a large number of clients and took the bank to court. The bank
was held liable for the emails sent using the bank's system.

* Andhra Pradesh Tax Case:

Dubious tactics of a prominent businessman, from Andhra Pradesh, were exposed after officials of
the department got hold of computers, used by the accused in one of the many cyber fraud cases
in India. The owner of a plastics firm was arrested and Rs 22 crore cash, was recovered from his
house by sleuths of the Vigilance Department. They sought an explanation from him regarding the
unaccounted cash within 10 days.

The accused submitted 6,000 vouchers, to prove the legitimacy of trade and thought his offence
would go undetected but after carefi I«qr?‘ Wi 0 rmnd,rnnfpn‘rq of his computers,.it was
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Safety Measures:

* Change the Passwords for every 15 days.
Don'’t keep a single password to many apps, use different passwords.
Keep changing Debit/Credit Passwords regularly.
Activate the 2 Factor Verification in the email, WhatsApp and any other apps which allows you to
activate the same.
Don't share the OTP, ATM Pins, Email Passwords with anyone.
Don'’t share any personal photos in any Social Media Platforms, its been causing the new way of
Cyber crime and harassing the people.

Don't post personal details in the Social Media, if needed, anybody can give the details in the
Messenger app if you don't have Email or Phone number of a person.

Use the Faraday Bag or Faraday Wallets to avoid the chances for a cyber crime.

Avoid the usage of Public Wi-Fi to avoid the Cyber Crimes. It may easily lead to crime because not
secured one and can take any details from the mobile especially the Banking Apps in the mobile,
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